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QUESTION 1

HostA is in the Trust zone and has an IP address of. ServerA is a Web server in the DMZ zone and has an IP address
of. Which three configuration statements are required to allow traffic from HostA to communicate with ServerA? (Choose
three.) 

A. ssg5-> set address Trust HostA /32 

B. ssg5-> set policy from DMZ to Trust ANY ANY ANY permit 

C. ssg5-> set address DMZ ServerA /32 

D. ssg5-> set policy from Trust to DMZ HostA ServerA HTTP permit 

E. ssg5-> set address Trust HostA /32 

Correct Answer: CDE 

 

QUESTION 2

Referring to the output shown in the exhibit, which NAT configuration is being used? 

A. interface-based NAT 

B. DIP 



C. source-based NAT 

D. VIP 

Correct Answer: D 

Explanation: 

You can see packet originally aimed at 2.2.2.2 and then the destination changes to 192.168.1.4 

 

QUESTION 3

Which two protocols are used for NSRP IP tracking? (Choose two.) 

A. ARP 

B. TCP 

C. UDP 

D. ICMP 

Correct Answer: AD 

 

QUESTION 4

In the network shown in the exhibit, you have been asked to enable users in the Untrust zone to contact Server1 on
TCP port 80 using IP address 1.1.1.1. You also need to allow Server1 to make connections to hosts in the Untrust
zone. 

When Server1 makes connections to the Untrust zone, the source address of its traffic should be translated to 1.1.1.1. 

What would you use to configure this behavior? 

A. MIP 

B. VIP 

C. DIP 

D. SIBR 



Correct Answer: A 

 

QUESTION 5

What is required to route traffic from one virtual system to another virtual system? 

A. Configure the same dynamic routing protocol in each virtual system. 

B. Configure a virtual system profile with a shared forwarding table. 

C. Configure a private virtual router in each virtual system. 

D. Configure a shared root-level virtual router. 

Correct Answer: D 

 

QUESTION 6

You want to ensure that the IKE Phase 2 key is totally independent of the IKE Phase 1 key. Which IKE feature would
you enable? 

A. Perfect Forward Secrecy 

B. Diffie-Hellman Group 5 

C. Replay Protection 

D. Rekey Protection 

Correct Answer: A 

 

QUESTION 7

Your ScreenOS device is using NAT. Which NAT function allows you to use a single IP address from an untrust zone to
communicate to multiple IP addresses in a trust zone? 

A. NAT-src with PAT enabled 

B. NAT-dst with PAT enabled 

C. NAT-src using a DIP pool with PAT enabled 

D. NAT-dst using a DIP pool with PAT disabled 

Correct Answer: B 

 

QUESTION 8

Which two statements are true about policy-based VPNs as compared to route-based IPsec VPNs when using



ScreenOS devices? (Choose two.) 

A. For policy-based IPsec VPNs, you can configure 0.0.0.0/0 as the proxy ID on both VPN gateways regardless of the
security policy. 

B. For route-based IPsec VPNs, you can configure 0.0.0.0/0 as the proxy ID on both VPN gateways regardless of the
security policy. 

C. For route-based IPsec VPNs, the proxy ID is derived from the policy. 

D. For policy-based IPsec VPNs, the proxy ID is derived from the policy. 

Correct Answer: BD 

 

QUESTION 9

What is a zone? 

A. a set of rules that controls traffic from a specified source to a specified destination using a specified service 

B. a collection of subnets and interfaces sharing identical security requirements 

C. a method of providing a secure connection across a network 

D. a tool to protect against DoS attacks 

Correct Answer: B 

 

QUESTION 10

Which ScreenOS security feature helps protect against port scans and denial of service attacks? 

A. session-based stateful firewall 

B. Screen options 

C. security policies 

D. IPsec VPNs 

Correct Answer: B 

 

QUESTION 11

You have configured deep-packet inspection on a ScreenOS device. You have not modified the default threshold
values. The device detects a single session that matches an attack. Which two actions can you configure the device to
take? (Choose two.) 

A. Close the connection and disallow further connections from the client to the server. 

B. Close the connection and rate-limit further connections to the server. 



C. Discard all additional packets related to the session. 

D. Send a TCP RST message to both the client and server. 

Correct Answer: CD 

 

QUESTION 12

You want to ensure that the ScreenOS device sends alert data to notify the security operation center. Which three log
destinations would you set to accomplish your objective? (Choose three.) 

A. e-mail 

B. SNMP 

C. console 

D. internal 

E. syslog 

Correct Answer: ABE 
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