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QUESTION 1

An organization recently upgraded its wireless infrastructure to support 802.1x and requires all clients to use this
method. After the upgrade, several critical wireless clients fail to connect because they are only pre-shared key
compliant. For the foreseeable future, none of the affected clients have an upgrade path to put them into compliance
with the 802.1x requirement. Which of the following provides the MOST secure method of integrating the non-compliant
clients into the network? 

A. Create a separate SSID and require the use of dynamic encryption keys. 

B. Create a separate SSID with a pre-shared key to support the legacy clients and rotate the key at random intervals. 

C. Create a separate SSID and pre-shared WPA2 key on a new network segment and only allow required
communication paths. 

D. Create a separate SSID and require the legacy clients to connect to the wireless network using certificate-based
802.1x. 

Correct Answer: B 

 

QUESTION 2

Statement: "The system shall implement measures to notify system administrators prior to a security incident
occurring." 

Which of the following BEST restates the above statement to allow it to be implemented by a team of software
developers? 

A. The system shall cease processing data when certain configurable events occur. 

B. The system shall continue processing in the event of an error and email the security administrator the error logs. 

C. The system shall halt on error. 

D. The system shall throw an error when specified incidents pass a configurable threshold. 

Correct Answer: D 

 

QUESTION 3

A network engineer at Company ABC observes the following raw HTTP request: 

GET /disp_reports.php?SectionEntered=57andGroupEntered=-1andreport_type=alertsandto_date=01- 01-
0101andRun= RunandUserEntered=dsmithandSessionID=5f04189bcandfrom_date=31-10-2010andTypesEntered=1 

HTTP/1.1 Host: test.example.net Accept: */* Accept-Language: en Connection: close Cookie: java14=1; java15=1;
java16=1; js=1292192278001; 

Which of the following should be the engineer\\'s GREATEST concern? 

A. The HTTPS is not being enforced so the system is vulnerable. 



B. The numerical encoding on the session ID is limited to hexadecimal characters, making it susceptible to a brute force
attack. 

C. Sensitive data is transmitted in the URL. 

D. The dates entered are outside a normal range, which may leave the system vulnerable to a denial of service attack. 

Correct Answer: C 

 

QUESTION 4

To support a software security initiative business case, a project manager needs to provide a cost benefit analysis. The
project manager has asked the security consultant to perform a return on investment study. It has been estimated that
by spending $300,000 on the software security initiative, a 30% savings in cost will be realized for each project. Based
on an average of 8 software projects at a current cost of $50,000 each, how many years will it take to see a positive
ROI? 

A. Nearly four years 

B. Nearly six years 

C. Within the first year 

D. Nearly three years 

Correct Answer: D 

 

QUESTION 5

A security consultant is called into a small advertising business to recommend which security policies and procedures
would be most helpful to the business. The business is comprised of 20 employees, operating off of two shared servers.
One server houses employee data and the other houses client data. All machines are on the same local network. Often
these employees must work remotely from client sites, but do not access either of the servers remotely. Assuming no
security policies or procedures are in place right now, which of the following would be the MOST applicable for
implementation? (Select TWO). 

A. Password Policy 

B. Data Classification Policy 

C. Wireless Access Procedure 

D. VPN Policy 

E. Database Administrative Procedure 

Correct Answer: AB 

 

QUESTION 6

A large hospital has implemented BYOD to allow doctors and specialists the ability to access patient medical records on



their tablets. The doctors and specialists access patient records over the hospital\\'s guest WiFi network which is
isolated from the internal network with appropriate security controls. The patient records management system can be
accessed from the guest network and requires two factor authentication. Using a remote desktop type interface, the
doctors and specialists can interact with the hospital\\'s system. Cut and paste and printing functions are disabled to
prevent the copying of data to BYOD devices. Which of the following are of MOST concern? (Select TWO). 

A. Privacy could be compromised as patient records can be viewed in uncontrolled areas. 

B. Device encryption has not been enabled and will result in a greater likelihood of data loss. 

C. The guest WiFi may be exploited allowing non-authorized individuals access to confidential patient data. 

D. Malware may be on BYOD devices which can extract data via key logging and screen scrapes. 

E. Remote wiping of devices should be enabled to ensure any lost device is rendered inoperable. 

Correct Answer: AD 

 

QUESTION 7

The helpdesk is receiving multiple calls about slow and intermittent Internet access from the finance department. The
following information is compiled: 

Caller 1, IP 172.16.35.217, NETMASK 255.255.254.0 

Caller 2, IP 172.16.35.53, NETMASK 255.255.254.0 

Caller 3, IP 172.16.35.173, NETMASK 255.255.254.0 

All callers are connected to the same switch and are routed by a router with five built-in interfaces. The upstream router
interface\\'s MAC is 00-01-42-32-ab-1a 

A packet capture shows the following: 

09:05:15.934840 arp reply 172.16.34.1 is-at 00:01:42:32:ab:1a (00:01:42:32:ab:1a) 

09:06:16.124850 arp reply 172.16.34.1 is-at 00:01:42:32:ab:1a (00:01:42:32:ab:1a) 

09:07:25.439811 arp reply 172.16.34.1 is-at 00:01:42:32:ab:1a (00:01:42:32:ab:1a) 

09:08:10.937590 IP 172.16.35.1 > 172.16.35.255: ICMP echo request, id 2305, seq 1, length 65534 

09:08:10.937591 IP 172.16.35.1 > 172.16.35.255: ICMP echo request, id 2306, seq 2, length 65534 

09:08:10.937592 IP 172.16.35.1 > 172.16.35.255: ICMP echo request, id 2307, seq 3, length 65534 

Which of the following is occurring on the network? 

A. A man-in-the-middle attack is underway on the network. 

B. An ARP flood attack is targeting at the router. 

C. The default gateway is being spoofed on the network. 

D. A denial of service attack is targeting at the router. 



Correct Answer: D 

 

QUESTION 8

A facilities manager has observed varying electric use on the company\\'s metered service lines. The facility
management rarely interacts with the IT department unless new equipment is being delivered. However, the facility
manager thinks that there is a correlation between spikes in electric use and IT department activity. Which of the
following business processes and/or practices would provide better management of organizational resources with the IT
department\\'s needs? (Select TWO). 

A. Deploying a radio frequency identification tagging asset management system 

B. Designing a business resource monitoring system 

C. Hiring a property custodian 

D. Purchasing software asset management software 

E. Facility management participation on a change control board 

F. Rewriting the change board charter 

G. Implementation of change management best practices 

Correct Answer: EG 

 

QUESTION 9

The Chief Executive Officer (CEO) has asked a security project manager to provide recommendations on the breakout
of tasks for the development of a new product. The CEO thinks that by assigning areas of work appropriately the overall 

security of the product will be increased, because staff will focus on their areas of expertise. Given the below groups
and tasks select the BEST list of assignments. 

Groups: Networks, Development, Project Management, Security, Systems Engineering, Testing Tasks: 

Decomposing requirements, Secure coding standards, Code stability, Functional validation, Stakeholder engagement,
Secure transport 

A. Systems Engineering. Decomposing requirements Development: Secure coding standards Testing. Code stability
Project Management: Stakeholder engagement Security: Secure transport Networks: Functional validation 

B. Systems Engineering. Decomposing requirements Development: Code stability Testing. Functional validation Project
Management: Stakeholder engagement Security: Secure coding standards Networks: Secure transport 

C. Systems Engineering. Functional validation Development: Stakeholder engagement Testing. Code stability Project
Management: Decomposing requirements Security: Secure coding standards Networks: Secure transport 

D. Systems Engineering. Decomposing requirements Development: Stakeholder engagement Testing. Code stability
Project Management: Functional validation Security: Secure coding standards Networks: Secure transport 

Correct Answer: B 



 

QUESTION 10

Company ABC has grown yearly through mergers and acquisitions. This has led to over 200 internal custom web
applications having standalone identity stores. In order to reduce costs and improve operational efficiencies a project
has been 

initiated to implement a centralized security infrastructure. 

The requirements are as follows: 

Reduce costs 

Improve efficiencies and time to market 

Manageable 

Accurate identity information 

Standardize on authentication and authorization 

Ensure a reusable model with standard integration patterns 

Which of the following security solution options will BEST meet the above requirements? (Select THREE). 

A. Build an organization-wide fine grained access control model stored in a centralized policy data store. 

B. Implement self service provisioning of identity information, coarse grained, and fine grained access control. 

C. Implement a web access control agent based model with a centralized directory model providing coarse grained
access control and single sign-on capabilities. 

D. Implement a web access controlled reverse proxy and centralized directory model providing coarse grained access
control and single sign-on capabilities. 

E. Implement automated provisioning of identity information; coarse grained, and fine grained access control. 

F. Move each of the applications individual fine grained access control models into a centralized directory with fine
grained access control. 

G. Implement a web access control forward proxy and centralized directory model, providing coarse grained access
control, and single sign-on capabilities. 

Correct Answer: ADE 

 

QUESTION 11

A system administrator needs to develop a policy for when an application server is no longer needed. Which of the
following policies would need to be developed? 

A. Backup policy 

B. De-provisioning policy 



C. Data retention policy 

D. Provisioning policy 

Correct Answer: C 

 

QUESTION 12

After connecting to a secure payment server at https://pay.xyz.com, an auditor notices that the SSL certificate was
issued to *.xyz.com. The auditor also notices that many of the internal development servers use the same certificate.
After installing the certificate on dev1.xyz.com, one of the developers reports misplacing the USB thumb-drive where the
SSL certificate was stored. Which of the following should the auditor recommend FIRST? 

A. Generate a new public key on both servers. 

B. Replace the SSL certificate on dev1.xyz.com. 

C. Generate a new private key password for both servers. 

D. Replace the SSL certificate on pay.xyz.com. 

Correct Answer: D 
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