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QUESTION 1

When considering data rates available in HT and VHT PHY devices, in addition to the modulation, coding, channel
width, and spatial streams, what impacts the data rate according to the MCS tables? 

A. The frequency band in use 

B. The client drives 

C. The guard interval D. The height of the antennas 

Correct Answer: C 

Reference https://arxiv.org/pdf/1702.03257.pdf 

 

QUESTION 2

You are troubleshooting a controller-based AP that is unable to locate the controller. DHCP is not use and the controller
is located at 10.10.10.81/24 while the AP is on the 10.10.16.0/24 network. What should be inspected to verify proper
configuration? 

A. NTP 

B. BOOTH 

C. DNS 

D. AP hosts file 

Correct Answer: C 

 

QUESTION 3

What 802.11 PHY uses available space in very low frequency ranges that is not in use at the time by broadcast video
signals? 

A. DMG 

B. SIG 

C. DSSS 

D. TVNT 

Correct Answer: C 

 

QUESTION 4

A standard PoE injector is used to power an access point requiring 802.3at. CAT6 cabling is in use. What is the



maximum distance supported between the access point and the Ethernet switch with the use of a midspan power
injector? 

A. 100 meters 

B. 300 meters 

C. 328 meters 

D. 200 meters 

Correct Answer: A 

 

QUESTION 5

When antenna gain is reported in dBI, the gain of the antenna is compared to what theoretical antenna? 

A. Yagi 

B. Dipole 

C. Rubber ducky 

D. Isotropic radiator 

Correct Answer: D 

Reference https://en.wikipedia.org/wiki/Antenna_gain 

 

QUESTION 6

Your consulting firm has recently been hired to complete a site survey for a company. Your engineers use predictive
design software for the task, but the company insists on a pre-deployment site visit. 

What task should be performed as part of the pre-deployment visit to prepare for a predictive design? 

A. Evaluate the building materials at ABC\\'s facility and confirm that the floor plan documents are consistent with the
actual building 

B. Install at least one AP on each side of the exterior walls to test for co-channel interference through these walls 

C. Test several antenna types connected to the intended Aps for use in the eventual deployment 

D. Collect information about the company\\'s security requirements and the current configuration of their RADIUS and
user database servers 

Correct Answer: A 

 

QUESTION 7

The IEEE 802.11-2016 standard requires VHT capable devices to be backward compatible with devices using which



other 802.11 physical layer specification (PHY)? 

A. ERP-PBCC 

B. DSSS 

C. OFDM 

D. HR/DSSS 

Correct Answer: C 

 

QUESTION 8

You are the network administrator for ABC Company. Your manager has recently attended a wireless security seminar.
The seminar speaker taught that a wireless network could be hidden from potential intruders if you disable the
broadcasting of the SSID in Beacons and configured the access points not to respond to Probe Request frames that
have a null SSID field. 

Your manager suggests implementing these security practices. What response should you give to this suggestion? 

A. Any tenants in the same building using advanced penetration testing tools will be able to obtain the SSID by
exploiting WPA EAPOL-Key exchanges. This poses an additional risk of exposing the WPA key. 

B. Any 802.11 protocol analyzer can see the SSID in clear text in frames other than Beacons frames. This negates any
security benefit of trying to hide the SSID in Beacons and Probe Response frames. 

C. To improve security by hiding the SSID, the AP and client stations must both be configured to remove the SSID from
association request and response frames. Most VLAN products support this. 

D. This security practice prevents manufacturers\\' client utilities from detecting the SSID. As a result, the SSID cannot
be obtained by attackers, except through social engineering, guessing, or use of a WIPS. 

Correct Answer: B 

 

 

QUESTION 9

A natural disaster has occurred in a remote area that is approximately 40 miles from the response team headquarters.
The response team must setup a local wireless network using 802.11 WLAN access points. What is the best method, of
those listed, for implementation of network backhaul for communications across the Internet in this scenario? 

A. Temporary wired cable 

B. 802.11 bridging 

C. Cellular/LTE 

D. Temporary wired DSL 

Correct Answer: C 



 

QUESTION 10

What is the final step in an effective troubleshooting process? 

A. Document the results 

B. Disable the WLAN 

C. Notify the users of problem resolution 

D. Verify the solution 

Correct Answer: A 

 

QUESTION 11

What cipher suite is specified by the 802.11-2016 standard and is not deprecated? 

A. Temporal Key Integrity Protocol 

B. Extensible Authentication Protocol 

C. Counter Mode with CBC- MAC Protocol 

D. Wired Equivalent Privacy 

Correct Answer: C 

 

QUESTION 12

In addition to coverage analysis result, what should be included in a post-deployment site survey report to ensure WLAN
users experience acceptable performance? 

A. Layer 4 protocol availability analysis results 

B. Application Layer protocol availability analysis results 

C. Capacity analysis results 

D. WAN interface analysis results 

Correct Answer: C 
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