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QUESTION 1

As the primary security engineer for a large corporate network, you have been asked to author a new security policy for
the wireless network. While most client devices support 802.1X authentication, some legacy devices still only support
passphrase/PSK-based security methods. When writing the 802.11 security policy, what password-related items should
be addressed? 

A. Certificates should always be recommended instead of passwords for 802.11 client authentication. 

B. Password complexity should be maximized so that weak WEP IV attacks are prevented. 

C. Static passwords should be changed on a regular basis to minimize the vulnerabilities of a PSK-based
authentication. 

D. EAP-TLS must be implemented in such scenarios. 

E. MS-CHAPv2 passwords used with EAP/PEAPv0 should be stronger than typical WPA2-PSK passphrases. 

Correct Answer: C 

 

QUESTION 2

A large enterprise is designing a secure, scalable, and manageable 802.11n WLAN that will support thousands of users.
The enterprise will support both 802.1X/EAP-TTLS and PEAPv0/MSCHAPv2. Currently, the company is upgrading
network servers as well and will replace their existing Microsoft IAS implementation with Microsoft NPS, querying Active
Directory for user authentication. For this organization, as they update their WLAN infrastructure, what WLAN controller
feature will likely be least valuable? 

A. SNMPv3 support 

B. 802.1Q VLAN trunking 

C. Internal RADIUS server 

D. WIPS support and integration 

E. WPA2-Enterprise authentication/encryption 

Correct Answer: C 

 

QUESTION 3

What attack cannot be detected by a Wireless Intrusion Prevention System (WIPS)? 

A. Deauthentication flood 

B. Soft AP 

C. EAP flood 

D. Eavesdropping 



E. MAC Spoofing 

F. Hotspotter 

Correct Answer: D 

 

QUESTION 4

Which one of the following is not a role defined in the 802.1X authentication procedures used in 802.11 and 802.3
networks for port-based authentication? 

A. AAA Server 

B. Authentication Server 

C. Supplicant 

D. Authenticator 

Correct Answer: A 

 

QUESTION 5

In order to acquire credentials of a valid user on a public hotspot network, what attacks may be conducted? Choose the
single completely correct answer. 

A. MAC denial of service and/or physical theft 

B. Social engineering and/or eavesdropping 

C. Authentication cracking and/or RF DoS 

D. Code injection and/or XSS 

E. RF DoS and/or physical theft 

Correct Answer: B 

 

QUESTION 6

Many computer users connect to the Internet at airports, which often have 802.11n access points with a captive portal
for authentication. While using an airport hotspot with this security solution, to what type of wireless attack is a user
susceptible? 

A. Wi-Fi phishing 

B. Management interface exploits 

C. UDP port redirection 

D. IGMP snooping 



Correct Answer: A 

 

QUESTION 7

Fred works primarily from home and public wireless hotspots rather than commuting to office. He frequently accesses
the office network remotely from his Mac laptop using the local 802.11 WLAN. In this remote scenario, what single
wireless security practice will provide the greatest security for Fred? 

A. Use enterprise WIPS on the corporate office network. 

B. Use 802.1X/PEAPv0 to connect to the corporate office network from public hotspots. 

C. Use secure protocols, such as FTP, for remote file transfers. 

D. Use an IPSec VPN for connectivity to the office network. 

E. Use only HTTPS when agreeing to acceptable use terms on public networks. 

F. Use WIPS sensor software on the laptop to monitor for risks and attacks. 

Correct Answer: D 

 

QUESTION 8

Role-Based Access Control (RBAC) allows a WLAN administrator to perform what network function? 

A. Provide two or more user groups connected to the same SSID with different levels of network privileges. 

B. Allow access to specific files and applications based on the user\\'s WMM access category. 

C. Allow simultaneous support for multiple EAP types on a single access point. 

D. Minimize traffic load on an AP by requiring mandatory admission control for use of the Voice access category. 

Correct Answer: A 

 

QUESTION 9

Your company has just completed installation of an IEEE 802.11 WLAN controller with 20 controller-based APs. The
CSO has specified PEAPv0/EAP-MSCHAPv2 as the only authorized WLAN authentication mechanism. Since an LDAP-
compliant user database was already in use, a RADIUS server was installed and is querying authentication requests to
the LDAP server. Where must the X.509 server certificate and private key be installed in this network? 

A. Controller-based APs 

B. WLAN controller 

C. RADIUS server 

D. Supplicant devices 



E. LDAP server 

Correct Answer: C 

 

QUESTION 10

What WLAN client device behavior is exploited by an attacker during a hijacking attack? 

A. After the initial association and 4-way handshake, client stations and access points do not need to perform another
4-way handshake, even if connectivity is lost. 

B. Client drivers scan for and connect to access point in the 2.4 GHz band before scanning the 5 GHz band. 

C. When the RF signal between a client and an access point is disrupted for more than a few seconds, the client device
will attempt to associate to an access point with better signal quality. 

D. When the RF signal between a client and an access point is lost, the client will not seek to reassociate with another
access point until the 120 second hold down timer has expired. 

E. As specified by the Wi-Fi Alliance, clients using Open System authentication must allow direct client-toclient
connections, even in an infrastructure BSS. 

Correct Answer: C 

 

QUESTION 11

WLAN protocol analyzers can read and record many wireless frame parameters. What parameter is needed to
physically locate rogue APs with a protocol analyzer? 

A. IP Address 

B. Noise floor 

C. RSN IE 

D. SSID 

E. Signal strength 

F. BSSID 

Correct Answer: E 

 

QUESTION 12

In the basic 4-way handshake used in secure 802.11 networks, what is the purpose of the ANonce and SNonce? 

A. They are added together and used as the GMK, from which the GTK is derived. 

B. They are used to pad Message 1 and Message 2 so each frame contains the same number of bytes. 



C. The IEEE 802.11 standard requires that all encrypted frames contain a nonce to serve as a Message Integrity Check
(MIC). 

D. They are input values used in the derivation of the Pairwise Transient Key. 

Correct Answer: D 
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