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QUESTION 1

You have a Microsoft 365 Enterprise E5 subscription. 

You use Microsoft Defender for Endpoint. 

You plan to use Microsoft 365 Attack simulator. 

What is a prerequisite for running Attack simulator? 

A. Enable multi-factor authentication (MFA). 

B. Configure Microsoft Defender for Office 365. 

C. Create a Conditional Access App Control policy for accessing Microsoft 365. 

D. Integrate Microsoft 365 Threat Intelligence and Microsoft Defender for Endpoint. 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/office365/securitycompliance/attack-simulator 

 

QUESTION 2

SIMULATION 

You need to ensure that unmanaged mobile devices are quarantined when the devices attempt to connect to Exchange
Online. To complete this task, sign in to the Microsoft 365 portal. 

Correct Answer: See explanation below. 

You need to configure the Exchange ActiveSync Access Settings. 

1. 

Go to the Exchange admin center. 

2. 

Click on Mobile in the left navigation pane. 

3. 

On the Mobile Device Access page, click the Edit button in the Exchange ActiveSync Access Settings area. 

4. 

Select the Quarantine option under When a mobile device that isn\\'t managed by a rule or personal exemption
connects to Exchange.

5. 

Optionally, you can configure notifications to be sent to administrators and a message to be sent to the mobile device



user when a device is quarantined. 

6. 

Click Save to save the changes. 

 

QUESTION 3

HOTSPOT 

You have a Microsoft 365 E5 subscription. 

Users and device objects are added and removed daily. Users in the sales department frequently change their device. 

You need to create three following groups: 

The solution must minimize administrative effort. 

What is the minimum number of groups you should create for each type of membership? To answer, select the
appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 



Correct Answer: 

Group 1 has to be assigned because you can\\'t create a device group based on the device owners\\' attributes. 

Group 2 can be dynamic because a user does have a department attribute. 



Group 3 can be dynamic because a device does have a deviceownership attribute. 

 

QUESTION 4

You have a Microsoft 165 E5 subscription. 

You need to enable support for sensitivity labels in Microsoft SharePoint Online. 

What should you use? 

A. the SharePoint admin center 

B. the Microsoft 365 admin center 

C. the Microsoft 365 compliance center 

D. the Azure Active Directory admin 

Correct Answer: C 

Use the Microsoft Purview compliance portal to enable support for sensitivity labels 

This option is the easiest way to enable sensitivity labels for SharePoint and OneDrive, but you must sign in as a global
administrator for your tenant. 

1.

 Sign in to the Microsoft Purview compliance portal as a global administrator, and navigate to Solutions > Information
protection > Labels 

2.

 If you see a message to turn on the ability to process content in Office online files, select Turn on now: 

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-sharepoint-onedrive-files 



 

QUESTION 5

Your company has a main office and a Microsoft 365 subscription. 

You need to enforce Microsoft Azure Multi-Factor Authentication (MFA) by using conditional access for all users who
are NOT physically present in the office. 

What should you include in the configuration? 

A. a user risk policy 

B. a sign-in risk policy 

C. a named location in Azure Active Directory (Azure AD) 

D. an Azure MFA Server 

Correct Answer: C 

References: https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition 

 

QUESTION 6

You have a Microsoft 365 subscription. You need to ensure that users can apply retention labels to individual
documents in their Microsoft SharePoint libraries. 

Which two actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. From the Cloud App Security admin center, create a file policy. 

B. From the SharePoint admin center, modify the Site Settings. 

C. From the SharePoint admin center, create a label. 

D. From the SharePoint admin center, modify the records management settings. 

E. From the Security admin center, publish a label. 

Correct Answer: CE 

Reference: https://docs.microsoft.com/en-us/office365/securitycompliance/protect-sharepoint-online-files-with-
office-365-labels-and-dlp 

 

QUESTION 7

You have a Microsoft 365 subscription. 

You have a Microsoft SharePoint Online site named Site1. 



You have a Data Subject Request (DSR) case named Case1 that searches Site1. 

You create a new sensitive information type. 

You need to ensure that Case1 returns all the documents that contain the new sensitive information type. 

What should you do? 

A. From the Security and Compliance admin center, create a new Search by ID List. 

B. From Site1, modify the search dictionary. 

C. From the Security and Compliance admin center, create a new Guided search. 

D. From Site1, initiate a re-indexing of Site1. 

Correct Answer: C 

https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-dsr-office365#using-the-content-search-ediscovery-tool-to-
respond-to-dsrs 

 

QUESTION 8

Your network contains an on-premises Active Directory domain. The domain contains servers that run Windows Server
and have advanced auditing enabled. 

The security logs of the servers are collected by using a third-party SIEM solution. 

You purchase a Microsoft 365 subscription and plan to deploy Azure Advanced Threat Protection (ATP) by using
standalone sensors. 

You need to ensure that you can detect when sensitive groups are modified and when malicious services are created. 

What should you do? 

A. Turn off Delayed updates for the Microsoft Defender for Identity sensors. 

B. Configure auditing in the Microsoft 365 Compliance center. 

C. Turn on Delayed updates for the Microsoft Defender for Identity sensors. 

D. Integrate SIEM and Microsoft Defender for Identity. 

Correct Answer: D 

Note: 

There are several versions of this question in the exam. The questions in the exam have two different correct answers: 

Integrate SIEM and Microsoft Defender for Identity 

Configure Event Forwarding on the domain controllers 

Other incorrect answer options you may see on the exam include the following: 



1. 

Configure Microsoft Defender for Identity notifications 

2. 

Modify the Domain synchronizer candidate settings on the Microsoft Defender for Identity sensors 

3. 

Enable the Audit account management Group Policy setting for the servers 

4. 

Configure auditing in the Microsoft 365 Defender portal 

Reference: https://docs.microsoft.com/en-us/azure-advanced-threat-protection/configure-event-forwarding 

 

QUESTION 9

SIMULATION 

You need to configure your organization to automatically quarantine all phishing email messages. To complete this task,
sign in to the Microsoft 365 portal. 

Correct Answer: See explanation below. 

You need to edit the Anti-Phishing policy. 

1. 

Go to the Office 365 Security and Compliance admin center. 

2. 

Navigate to Threat Management > Policy > ATP Anti-Phishing. 

3. 

Click on Default Policy. 

4. 

In the Impersonation section, click Edit. 

5. 

Go to the Actions section. 

6. 

In the If email is sent by an impersonated user: box, select Quarantine the message from the drop-down list. 

7. 



In the If email is sent by an impersonated domain: box, select Quarantine the message from the drop-down list. 

8. 

Click Save to save the changes. 

9. 

Click Close to close the anti-phishing policy window. 

 

QUESTION 10

Note: This question is part of series of questions that present the same scenario. Each question in the series contains a
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have a Microsoft 365 E5 subscription that is associated to a Microsoft Azure Active Directory (Azure AD) tenant
named contoso.com. 

You use Active Directory Federation Services (AD FS) to federate on-premises Active Directory and the tenant. Azure
AD Connect has the following settings: 

1.

 Source Anchor: objectGUID 

2.

 Password Hash Synchronization: Disabled 

3.

 Password writeback: Disabled 

4.

 Directory extension attribute sync: Disabled 

5.

 Azure AD app and attribute filtering: Disabled 

6.

 Exchange hybrid deployment: Disabled 

7.

 User writeback: Disabled 

You need to ensure that you can use leaked credentials detection in Azure AD Identity Protection. 



Solution: You modify the Password Hash Synchronization settings. 

Does that meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

Enabling PHS will meet the requirement. 

Leaked credential detection is done by trying a list of known-exposed credentials against your users\\' password hashes
to discover one being used in your directory. It\\'s done in Azure, so unless you sync password hashes into Azure AD,
the service has nothing to check against. https://learn.microsoft.com/en-us/azure/active-directory/identity-
protection/concept-identity-protection-risks#password-hash-synchronization 

 

QUESTION 11

You have a Microsoft 365 alert named Alert2 as shown in the following exhibit. 

You need to manage the status of Alert2. 

To which status can you change Alert2? 

A. Active or Investigating only 

B. Dismissed only 

C. The status cannot be changed. 

D. Investigating only 

E. Investigating, Active, or Dismissed 

Correct Answer: E 

Despite status showing resolved it still can be changed. Select alert > Under Alert status > Actions > select "Edit
comments" > choose new status: Active, Investigating, Dismissed or Resolved. Alert status will change. Tested from
https:// compliance.microsoft.com/ admin portal. 

 



QUESTION 12

You need to ensure that a user named Allan Deyoung receives incident reports when email messages that contain data
covered by the U.K. Data Protection Act are sent outside of your organization. 

To complete this task, sign in to the Microsoft 365 admin center. 

Correct Answer: See explanation below. 

 

1.

 In the Security and Compliance Center > left navigation > Data loss prevention > Policy > + Create a policy. 

2.

 Choose the U.K. Data Protection Act template > Next. 

3.

 Name the policy > Next. 

4.

 Choose All locations in Office 365 > Next. 

5.

 At the first Policy Settings step just accept the defaults, 

6.

 After clicking Next, you\\'ll be presented with an additional Policy Settings page 

Deselect the Show policy tips to users and send them an email notification option. 

Select the Detect when content that\\'s being shared contains option, and configure the number instances to be 10. 

Select the Send incident reports in email option. 

Select the Choose what to include in the report and who receives it link to add Allan Deyoung as a recipient. 

7.

 > Next 

8.

 Select the option to turn on the policy right away > Next. 

9.

 Click Create to finish creating the policy. 

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/create-test-tune-dlp-
policy?view=o365-worldwide https://docs.microsoft.com/en-us/microsoft-365/compliance/data-loss-prevention-



policies?view=o365-worldwide https://docs.microsoft.com/en-us/microsoft-365/compliance/what-the-dlp-policy-
templates-include?view=o365-worldwide 
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