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QUESTION 1

A copy of a highly confidential salary report was recently found on a printer in the IT department. The human resources
department does not have this specific printer mapped to its devices, and it is suspected that an employee in the IT
department browsed to the share where the report was located and printed it without authorization. Which of the
following technical controls would be the BEST choice to immediately prevent this from happening again? 

A. Implement a DLP solution and classify the report as confidential, restricting access only to human resources staff 

B. Restrict access to the share where the report resides to only human resources employees and enable auditing 

C. Have all members of the IT department review and sign the AUP and disciplinary policies 

D. Place the human resources computers on a restricted VLAN and configure the ACL to prevent access from the IT
department 

Correct Answer: B 

 

QUESTION 2

Which of the following methods is used by internal security teams to assess the security of internally developed
applications? 

A. Active reconnaissance 

B. Pivoting 

C. White box testing 

D. Persistence 

Correct Answer: C 

 

QUESTION 3

Ann, a new employee, received an email from an unknown source indicating she needed to click on the provided link to
update her company\\'s profile. Once Ann clicked the link, a command prompt appeared with the following output: 

Which of the following types of malware was executed? 

A. Ransomware 

B. Adware 

C. Spyware 



D. Virus 

Correct Answer: A 

 

 

QUESTION 4

A Chief Information Security Officer (CISO) asks the security architect to design a method for contractors to access the
company\\'s internal network securely without allowing access to systems beyond the scope of their project. Which of
the following methods would BEST fit the needs of the CISO? 

A. VPN 

B. PaaS 

C. IaaS 

D. VDI 

Correct Answer: A 

 

QUESTION 5

A new mobile application is being developed in-house. Security reviews did not pick up any major flaws, however
vulnerability scanning results show fundamental issues at the very end of the project cycle. Which of the following
security activities should also have been performed to discover vulnerabilities earlier in the lifecycle? 

A. Architecture review 

B. Risk assessment 

C. Protocol analysis 

D. Code review 

Correct Answer: D 

 

QUESTION 6

Despite having implemented password policies, users continue to set the same weak passwords and reuse old
passwords. Which of the following technical controls would help prevent these policy violations? (Select two.) 

A. Password expiration 

B. Password length 

C. Password complexity 

D. Password history 



E. Password lockout 

Correct Answer: CD 

 

QUESTION 7

A systems administrator is deploying a new mission essential server into a virtual environment. Which of the following is
BEST mitigated by the environment\\'s rapid elasticity characteristic? 

A. Data confidentiality breaches 

B. VM escape attacks 

C. Lack of redundancy 

D. Denial of service 

Correct Answer: D 

 

QUESTION 8

A company wishes to move all of its services and applications to a cloud provider but wants to maintain full control of the
deployment, access, and provisions of its services to its users. Which of the following BEST represents the required
cloud deployment model? 

A. SaaS 

B. IaaS 

C. MaaS 

D. Hybrid 

E. Private 

Correct Answer: A 

 

QUESTION 9

A security administrator is developing training for corporate users on basic security principles for personal email
accounts. Which of the following should be mentioned as the MOST secure way for password recovery? 

A. Utilizing a single Qfor password recovery 

B. Sending a PIN to a smartphone through text message 

C. Utilizing CAPTCHA to avoid brute force attacks 

D. Use a different e-mail address to recover password 

Correct Answer: B 



 

QUESTION 10

A network administrator wants to gather information on the security of the network servers in the DMZ. The
administrator runs the following command: 

Which of the following actions is the administrator performing? 

A. Grabbing the web server banner 

B. Logging into the web server 

C. Harvesting cleartext credentials 

D. Accessing the web server management console 

Correct Answer: A 

 

QUESTION 11

Which of the following BEST describes an important security advantage yielded by implementing vendor diversity? 

A. Sustainability 

B. Homogeneity 

C. Resiliency 

D. Configurability 

Correct Answer: C 

 

QUESTION 12

Which of the following would enhance the security of accessing data stored in the cloud? (Select TWO) 

A. Block level encryption 

B. SAML authentication 

C. Transport encryption 

D. Multifactor authentication 

E. Predefined challenge Question:s 

F. Hashing 

Correct Answer: BD 
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